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User's Guide



Introduction



This chapter �XE "User's guide"�guides you through the creation of a simple network map, and discusses in fairly general terms how to perform some of the SNMPc management functions. Background information about the way SNMPc operates is also presented.



The Network Map



The operation of SNMPc centers around a map�XE "Network: map: described"��XE "Map: described"� of the network. You create the map using SNMPc menu commands. The map file contains all the information required by SNMPc to draw the network map and to poll each node in the network.



The map provides a representation of the network topology consisting of network segments and attached devices. In this manual, words, such as network and node are used to describe both the physical cables and devices, and also their visual representation within SNMPc. The meaning of these words should be clear, based on the context in which they are used.



This section describes the different parts of the map that pertain to operation of SNMPc.



Map Objects



Nodes 



Network elements are termed "nodes" and are represented on the screen by an icon�XE "Node attributes: types described"�. There are four types of nodes: 



1.  Hierarchy�XE "Hierarchy: node"� Node

2.  Goto Node

3.  Agent�XE "Agent: map objects"� Node

4.  Ping Node



Hierarchy nodes represent an underlying structure of networks; for example, a city, a building, or a computer room. Hierarchy nodes can be entered to reveal additional map segments. 

Goto nodes are indirect links to Hierarchy nodes.  You can double click on a goto node to enter the hierarchy specified by the Goto node.  You can have any number of goto nodes pointing to the same Hierarchy.

�Agent nodes represent manageable network devices�XE "Manageable: network devices"� that have SNMP agents in them. Each agent node has a unique Node Name, which is displayed on the map, and a Network  Address�XE "Node name: described"�, which must be a valid Internet host name�XE "Host name: for node name"� or address in dot notation, or an IPX address�XE "Dot notation: node host name"�.   Different nodes can have the same network address. You can assign a specific icon to a network node when it is created. If you select the auto.ico �XE "Icon: automatic selection: described"�icon�XE "Icon: map objects"�, SNMPc will automatically assign an icon based on the Object ID response from the node (e.g., bridge, workstation, etc.).



Ping nodes represent network devices that support IP or IPX but do not have an SNMP agent.  SNMPc can still poll these nodes.  As with agent nodes, a network address is required.



Each node has a list of network attachments�XE "Network: attachments"� for each port. For hierarchy nodes, these attachments are the external interfaces�XE "External interfaces: described"� of the hierarchy; for agent and ping nodes, these are the actual network attachments. 



Networks



Networks are created automatically by SNMPc. Each node is connected to one or more networks, by name, and SNMPc uses this information to create and delete networks dynamically, as required.  



SNMPc initially draws networks automatically on the map. Afterward, you can change the way a network is displayed by creating or deleting network junction points (by double clicking on the network) and by moving the network, part of the network, or the network junction points.



Selected Node



The Selected Node is the target of most SNMPc commands.  For example, if you want to inspect a node's MIB variables, you must first select the node, and then use the Edit MIB Variables menu option.  A node is selected by using the Find Node menu option, or by depressing the left mouse button over the desired node.  You can also select multiple nodes by dragging a box around the nodes using the left mouse button.  When multiple nodes are selected, the last node selected is the primary selected node.



Every node is displayed as an icon with the node name text beneath. The node name is displayed in white on black for the primary selected node, as white on blue for secondary selected nodes, and black �XE "Black unselected node name"�on white for other nodes. 

�Selected Network



The Selected Network is the target of the Edit/Edit Object and Map/Arrange commands. The network name is displayed in white on black for the primary selected network, white on blue for secondary selected networks, and black on white for other networks.



Map Hierarchy



SNMPc supports a network map�XE "Map: hierarchy: described"� �XE "Multiple: level map"�hierarchy�XE "Hierarchy: described"�. A network map can be maintained as a group of hierarchy nodes with underlying nodes and networks. Hierarchy  nodes can be used to represent entities such as countries, states, counties, computer rooms, and so on. The hierarchy can be displayed as a tree using the Map/Navigate Tree command. 

User Interface



This section presents an overview of the main features of the SNMPc user interface�XE "User interface"�.



SNMPc is a Microsoft Windows Multiple Document Interface (MDI) �XE "Multiple: Document Interface (MDI) "�application. The user interface is designed to meet the Application Style Guidelines for multi-window programs, as presented in the Microsoft Windows developers guide. As such, it has the same "look and feel" as other Microsoft Windows applications.



Login Security



SNMPc includes multi-user/multi-level login.  When you start SNMPc from the Program Manager, you will be prompted for a user name and password.  The initial user and password is set to admin and an empty string.  You can create new users and change passwords using the Config / Edit Users command.



Each user can have one of three permission levels: Supervisor, Operator, or Observer.  The following table describes the capabilities of each level.



Level�Restrictions��Supervisor�Full access.��Operator�Open Map but no edit.  Device sets OK.

No SNMPc configuration.��Observer�No open/close map or map edit.  No device sets. No program exit.  No edit user.  No SNMPc configuration.���Frame Window



When SNMPc is started, the frame window�XE "Frame window"� is displayed on the screen. The frame window contains a system control menu�XE "System control menu"� in the top left corner, minimize and maximize buttons in the top right hand corner, a title bar, a menu bar, a button bar, and a status bar.  The following shows the frame window.



�



The frame title bar contains the name of the opened SNMPc map file, or (NOMAP) if no map is opened.



The frame menu contains the names of SNMPc command�XE "Command: introduction"� groups. Each menu can be pulled down with the mouse to display the individual options of each group.  The following table presents the available menu groups, and a brief description of each.



Menu Group�Description��File�XE "File menu"��Open, save and print map, and log files��Edit�XE "Edit menu"��Create, edit, delete nodes; clipboard operations��Map�XE "Map menu"��Find nodes and nets; change map view��Log�XE "Log menu"��Manipulate Log Window view��Manage�XE "Manage menu"��SNMP polling and  management��RMON�Configure RMON probes and view RMON data��Config�XE "Window: menu"��Global configuration attributes��Window�Arrange sub windows��Help�XE "Help menu"��Display help information.���The button bar contains buttons for the most commonly used commands.  The following diagram shows the function of each button.
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The status bar is divided into four sections.  The first section normally shows the selected object (node or network) name.  If no object is selected (NO-OBJECT) will be displayed. When you click on a menu or button a brief description is displayed in the first status bar section.  
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The second section shows the logged in user name.  The third section shows the user level.  The fourth section shows the keyword Poll which is displayed black if polling is currently enabled and gray if polling is disabled.  The final section contains the keyword Lock, which is displayed black if the opened map is locked from edit, and gray if the map is not locked.

�

Application Windows



Application windows display information for different SNMPc modules. Examples are the Map Window, which displays a level of the network map, and the Log Window, which displays a view of a log file. 



When you start SNMPc there is a single Map Window displayed. Later on, you will see how to create a hierarchy node and enter it, creating another Map Window. 

The following illustrates a sample Frame Window with multiple Map Windows.



�



The Map �XE "Map: window"�Window title bar contains the name of the parent hierarchy, or the map name for the top map level.



Many of the commands in the Frame Menu are specific to a particular kind of application window, so normally you must �XE "Active: window: using commands"�activate the window you want to work with before selecting a menu option.



Mouse Commands



Many SNMPc commands can be performed by menu selections or by using the mouse. Some commands can only be performed by using the mouse.



Mouse commands are activated only when a mouse button is pressed. Only the left and right mouse buttons are used, so either a two or three button mouse is acceptable.

�The right mouse button is used to move the viewed map area, by dragging the map. The mouse button is pressed at a starting point on the map, then the mouse is moved while the button is held down. When the button is released the map will be redrawn with the starting mouse position relocated to the new mouse position. By moving the map in small steps it is easy to find your way around a map that is larger than the window viewing area. The map can also be moved using the vertical and horizontal scroll bars�XE "Scroll bars"� on the Map window.



The left button has multiple uses. If the mouse is depressed over a node or network and then released (clicked), that node or network will become the selected object. A node may also be selected with one of the Map menu options.  If you press and hold down the left mouse button, and then move the mouse, a box will be drawn on the map. You can move the mouse until the box surrounds several nodes and networks. When you release the mouse button the enclosed objects will become selected. 



If the mouse is depressed over a selected object node and held down, it can be used to relocate all the selected nodes within the map.   When moving a node, the cursor will change to a monochrome representation of the node icon.   Nodes can only be relocated by using this method.  Nodes can be moved between hierarchies by dragging the nodes across the window boundaries.



The mouse can also be double clicked by quickly depressing and releasing a button twice.  When the left mouse button is double clicked over a hierarchy node, SNMPc will  enter the hierarchy �XE "Entering a hierarchy"�and display the map contained therein.  A new map window will be created.  Double click on Agent nodes to start the configured device view program.

�For a complete description of these and other mouse commands, see Chapter 4, Command Reference.



Keyboard Commands



Each menu command has a single character underlined�XE "Underlined character in menu"� in the menu name.  You can select this menu command by holding down the ALT key and the underlined character at the same time. 



Some of the menu options can also be performed by using accelerator keys�XE "Accelerator keys"�, that are either function keys,  SHIFT plus a key, or CONTROL plus a key.



For a complete description of keyboard commands, see Chapter 4, Command Reference.

�Dialog Boxes



SNMPc uses Dialog Boxes�XE "Dialog boxes"� to present information and to request responses from you. A dialog box is a window without a frame that is displayed when you select a menu option. You can not issue more SNMPc commands until the dialog box is removed from the screen. Each dialog box is different, but they have many similar features that are described below.   The following is an example of a dialog box.



�



Every dialog box has a means of removing the box, and returning to the main window. In most cases, there are two buttons, OK, and CANCEL, that accomplish this. The OK button instructs SNMPc to accept any inputs made into the dialog box. The CANCEL button instructs SNMPc to ignore any changes made to the dialog box.



Some dialog boxes only have a single button named DONE that is used to exit. In this case changes made to the dialog box are always accepted, or the dialog box does not accept any input.



The dialog box accepts input by one of several means. Check boxes�XE "Check boxes"� may be checked (activated) or unchecked (deactivated). Radio buttons are usually presented in groups of which only one may be selected. Finally, edit fields are small rectangles that accept keystrokes in the same manner as a keyboard does.



Many of the dialog boxes have lists of names, such as file or node names. These are always presented in a scrollable window. A list box is always accompanied by an edit field�XE "Edit: fields in dialog boxes"� that contains the list box selection. An item from the list box is selected by depressing the left mouse button over it. If the main purpose of the dialog box is to make a selection from a list box then a double click of the left mouse button is equivalent to selecting an item and then selecting the OK button.



Some list boxes�XE "List boxes"� are pull-down lists. With these lists, you first click on the pull-down arrow at the right of an edit box. A scrollable list box will then appear below the edit box.

� Manually Creating A Network Map



This section�XE "Getting started with SNMPc"� describes �XE "Tutorial"�how to create �XE "Create: sample map"�a simple network map consisting of two bridge nodes and one workstation. This section is tutorial in nature. In order to extract the maximum benefit from the remainder of this chapter, it is preferable if some nodes that have SNMP Agents are attached to the network.



Before You Start



Each of the three nodes created needs to have a unique internet address�XE "Internet address: sample map"� and node name�XE "Host name: sample map"��XE "Map: sample map"�. The TCP/IP Protocol software documentation describes how to select internet addresses.  You also need to select the network topology that will be used by SNMPc, that is, what networks will be attached to each device port. The following table provides example node name, IP address, and network attachments for each device.



Node Name�Ip Address�Port 1 Net�Port  2 Net��pc1�198.92.129.3�net1���bridge1�198.92.129.19�net1�net2��bridge2�198.92.129.42�net1���

If you have some nodes with SNMP Agents�XE "SNMP: agent example"� then you should use them for this test. Please perform these steps now. Use the TCP/IP protocol Ping �XE "Ping command: testing agents "�command to verify that any actual nodes are responding correctly.



You may now start the SNMPc program. To do this, first start up Windows. Once Windows is running, open the SNMPc 4.0 group box of the Program Manager�XE "Program Manager: starting SNMPc"�, and double click on the SNMPc icon�XE "SnmpMgr icon"�. SNMPc will display an empty map�XE "Empty map: described"� in the frame window, and the current node and parent name will be set to (NO-OBJECT) and (NOMAP), respectively.

�Adding A Bridge Node



Activate the map window. Select the Edit Object option of the Edit menu. A dialog box will be displayed�XE "Add: node: described"�.

 

�



Some information about the node must be entered. First enter the node host name�XE "Node name: example"�, bridge1, and the node IP address. Then enter a short description of the node in the description field.  Then enter the MAC address of the bridge as shown.  You can select an icon for the bridge, or leave it set to Auto Ico.  The Exec field should be left as auto.exe.  The node type is Agent for an SNMP agent node.



Select the Ports button to enter the port attachments�XE "Port: attachments: example"�. 



�



Enter 1 as the Port Number and net1 as the Attached to Net then press Add.  Then enter port 2 and net2 for the second network.  Press OK and then Add from the Edit Node dialog box.

�When the dialog box disappears, the mouse cursor will be changed to a node icon.  Click anywhere on the map window to add the node to the map. The map is shown below.
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Adding a Second Bridge Node



To add another node, select the Edit Object option of the Edit menu. The dialog box that appears will contain information about the first bridge, which is the selected bridge. Change the node name, IP address, and network attachments to those specified for the second bridge.



If the CHANGE button is mistakenly clicked (or the ENTER key is hit), a Prompt Box will ask if you wish to change the name of the first bridge. You should select the NO button to remove this prompt box, then select the ADD button to add the new bridge.



When the Edit Node dialog box disappears, the new node will be added to the map. The following shows the result at this point.
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�Adding a Workstation Node



To add a workstation node follow the same steps as for the second bridge, but select a workstation icon type. When the dialog box is removed, the workstation icon will be present on the network map.



SNMPc positions networks automatically only when they are first created. In this case net2 and net1 remain as they were in the last example, and pc1 will be drawn with a "drop cable" to net1.  At this point you can select any node or network and drag them anywhere on the map to create the desired network layout.  You can also click on the end points of a network and drag the mouse to extend the network.  Lastly, you can double click anywhere on a network to create a junction point that can also be dragged.  The following shows a sample layout.
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The next section �XE "Map: hierarchy: described"��XE "Multiple: level map: described"��XE "Network: hierarchy"�describes how you can organize the network map in much the same way as a physical network would be. Networks are usually grouped into clusters that exist at many hierarchical levels. At the lowest level, a room may contain a set of workstations. The next level would be an organizational department, consisting of many rooms. A building may contain several departments, and so on. You can use hierarchy nodes to depict groups of nodes such as rooms, buildings, and cities. Each hierarchy node may contain any number of networks and nodes, as well as other hierarchy nodes. 

�

Creating a Hierarchy Node



Create a hierarchy �XE "Create: hierarchy "��XE "Hierarchy: example"�node in the same way as other nodes, but select Hierarchy as the node type.  The hierarchy node should have a descriptive name. We have used the name San Jose. Select auto.ico as the Icon.  The map with the new  Hierarchy node is shown below.
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Moving Nodes Into the Hierarchy



Enter the �XE "Moving nodes: between hierarchies"��XE "Icon: relocation in map"�hierarchy �XE "Open hierarchy: example"�by double clicking on the San Jose icon. A new, empty map window will be created. Use the Tile option of the Window menu to organize the two windows side by side. The following shows the map windows at this stage.





�



Note that the title bar of the second map window has San Jose as the parent name (the name of the new hierarchy node.

�Move the two bridges and the workstation into the new map window by selecting them and then dragging them into the new window.  To select the icons, click the left mouse button on each icon while holding down the shift key.  Then click and hold down the left mouse button on any selected icon, and drag the selected icons across and into the new window. Once you have done this, the bridge and workstation nodes are "inside"  the San Jose node. 



Close the new map window. Now double click on the San Jose node. A new map window is created, but this time, the contents of the San Jose hierarchy are displayed in it. This is shown below.



�



After creating one or more hierarchies, you can use the Map/Navigate Tree command to view the hierarchy as a tree.





	TIP: Don’t forget that you can use the right mouse button to move the 	displayed map view by dragging the window contents.  This is much more

	effective than using the scroll bars. 



�Using Auto Discovery To Create A Map



Instead of manually creating a map, you can use the Edit / Discover Nodes �XE "Discover: nodes command"��XE "Automatic node discovery"��XE "Dynamic: discovery of nodes"�command to automatically detect SNMP and IP nodes and add the nodes to the map.  The first time you use this command the AutoDiscovery Setup dialog box will be displayed.



�	



If your network has a router that has an SNMP agent, enter the IP address of the router as the Starting IP Address and press the first Add button.  If you do not have an SNMP router you can enter the IP address of any SNMP device on your network. To discover IPX nodes, just select the Discover IPX Nodes check box.  Press the OK button.  



The main AutoDiscovery dialog box will be displayed.  Press the Start button.  After a while some discovered nodes will be added to the list box.  When the status box says Discovery Stopped, press Layout.  The discovered nodes will be added to the map.



�



Discovery will add the routers and one hierarchy for each subnetwork to the top level map.  Each hierarchy will contain the discovered nodes for that subnetwork.  



Refer to the Edit / Discover Nodes command in Chapter 4, Command Reference, for a complete description of Discovery.
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