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Using RMON Probes





Introduction





This chapter describes the RMON MIB and the features that SNMPc includes for setting up RMON probes and viewing RMON data. 





RMON Overview





RMON is the Remote Network Monitoring MIB.  It is available in a number of standalone network monitoring devices called probes, and is increasingly also available in bridges and routers.  A number of hubs also implement parts of the RMON MIB.





The main function of an RMON probe is to monitor the network in promiscuous mode (i.e. capture all network frames) and record statistics about network traffic.  RMON probes can also capture packets off the network.  RMON saves statistics about traffic from particular devices and conversations between devices.





There are two benefits to using RMON probes:





RMON probes are a non-intrusive mechanism for monitoring network performance.  Probes do not depend on the existence of SNMP Agents in network devices; they are protocol independent; and they do not generate any network traffic that might affect performance.  Data from probes is used to detect problems before they become significant.





RMON probes can be deployed throughout the internetwork, preferably one per physical segment, and can be used to diagnose a problem while it is occurring.  In the past you would have to physically travel to the suspected problem segment and attach a standalone network monitor/console to find out what was wrong.  





RMON is a somewhat complicated MIB because it uses several interrelated tables to implement  single features.  Unfortunately it is not easy for humans to understand or remember how the tables are interrelated, so the generic SNMP browsing features available in SNMPc are not very useful when dealing with RMON probes.  SNMPc includes a set of application programs that provide a simple interface to RMON probes and hide the complexity inherent in the RMON MIB.


�
RMON Proxy Management





SNMPc uses a proxy approach for manipulating RMON probes.  The RMON probe acts as a proxy for networks and nodes displayed on the SNMPc map.  You can select a network, node, or set of nodes, and display statistics and other information for the selected objects as if the objects contained the RMON functionality themselves.  SNMPc provides the correlation between tables in the probe and elements in the SNMPc map.





The proxy approach lets you display information for devices that do not have SNMP agents, such as Novell servers and clients.  You can also add devices to the map which do not have IP or IPX, such as DECNET or appletalk nodes.  For the latter devices, you would specify a 0 poll interval in the Edit / Edit Object command, to disable SNMP polling.  You can still select these nodes on the map and display information using the RMON menu commands.





Setting Up The Map





To take advantage of the RMON proxy mechanism you must correctly configure the SNMPc map, as follows:





Each network that has an RMON probe attached to it must have an Agent node for the probe attached to the network.  The correct probe port number must be attached to the network.





Each network that has an RMON probe attached to it must have the probe selected into the network using the Set Network Probe command. 





Every device that is attached to the same network as an RMON probe must have a port attached to the same network in the map, and it must have an ethernet MAC address set for the port.





Note that an SNMPc network can exist in different hierarchies.  All instances of the same network name are the same so you only need to attach the probe node to one of these segments and you only need to perform the Set Network Probe command for one of the segments.





If you use SNMPc discovery to create your map the steps 1 and 3 will be handled automatically.


�
The following shows a sample map with a two port RMON probe.
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RMON-PROBE is the probe node attached to two networks, backbone and 198.92.129.   ROUTER is a router also attached to both networks.  The other devices are SNMP and non-SNMP devices attached to either network.  





The probe and router must have ports 1 and 2 attached to the correct network using the Edit Object / Ports dialog.  If they are attached to the wrong networks SNMPc will not be able to correlate information from the probe related to port 1 or 2 of the router. 





The ports for the other devices must also be set to the correct network, but this is normally easier since most will be attached using port 1.





Node discovery will set up the map automatically, but if you add nodes by hand you will have to determine which physical port number is attached to each physical network.


�
Each of the devices must have the correct MAC address set for each port in the Edit Object / Ports dialog.   The following is an example for the router.





�


  


Once the map is set up correctly the RMON menu commands will provide a simple integrated interface for monitoring your network.





RMON Menu





The SNMPc RMON menu contains commands to configure RMON probes and display data collected by probes.  The following shows the RMON menu.
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The menu contains one command to configure a probe, and six pull-aside menus for each of the major RMON groups.   Each of the available menus is described in the following sections.


�
Set Network Probe





Use the Set Network Probe command to select an RMON probe for a particular network.  You must use this command before any other commands in the RMON menu.  The following dialog box is displayed.





�





Select the RMON probe from the Probe Node pull-down list.  Only the Agent nodes attached to the currently selected network will be shown in this list.  If the RMON probe you want to use is not in this list then it has not been correctly attached to the network using the Edit Object / Ports command.





Select one of the probe manufacturers, Armon, NAT, or Other.  When you press the Set button the probe will be configured to enable the Ethernet Statistics, Hosts, and Matrix features for the selected network.   





Once you have set a probe for a network you can select this probe for configuration and display in one of three ways:





By selecting the probe node itself





By selecting the network





By selecting any other node attached to the network





Generally you will select a network or nodes other than the probe.  SNMPc will get the information from the probe pertaining to the objects you have selected. 





If you have multi-port devices on networks that all have probes you must select nodes and also a network to specify the correct probe.





Statistics Group





Menus in the Statistics Group display real-time statistics for Ethernet Networks.  To use these commands you must first select a network that has a configured RMON probe.


�
Display Statistics Table





Use the Display Statistics command to display a list of statistics for all networks monitored by the selected probe.   The display is a standard SNMPc MIB Table display as described in the Manage / Display MIB Table command.  The following is a sample display.
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The RMON probe saves a variety of statistics for each network, including byte (Octets) frame (Pkts) counts, error counts, and frame size counts.





All Stats





Use the All Stats commands to display statistics in a variety of formats for the selected network.  These commands are equivalent to using the Statistics / Display Statistics Table and then selecting buttons from the table display.





Use the All Stats / List command to show the statistics as a list window.
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�
Use the All Stats / Graph command to show the statistics as a set of graphs.  Each graph can only show six variables, so a total of three graphs will be displayed.
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Note that the name of the RMON probe is displayed in the graph window title bar.  The selected network is displayed in the legend below the graph.





Use the All Stats / Chart command to show the network statistics in a chart window.  As with the graph window, the probe name is displayed in the title and the network name is displayed in the legend, below the chart.
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�
Use the All Stats / Save History command to save the network statistics using the generic SNMPc long term history feature, TrendWatch.  Please refer to Chapter 6, Applications, for a description of SNMPc histories.   The following dialog is displayed.  Use the Edit button to set polling intervals and thresholds.





�





Note that SNMPc history is completely different to the RMON History feature that is built into the RMON probe.





Byte Stats





Use the Byte Stats commands to display a subset of the network statistics containing only Byte counts.  These commands are identical to the Statistics / All Stats commands except for the information displayed.





Frame Stats





Use the Frame Stats commands to display a subset of the network statistics containing only frame and error counts.  These commands are identical to the Statistics / All Stats commands except for the information displayed.





Frame Size Stats





Use the Frame Size Stats commands to display a subset of the network statistics containing only Frame Size distribution counts.  These commands are identical to the Statistics / All Stats commands except for the information displayed.
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